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In 2016, European companies doing business in the US were able to breathe a sigh of 
relief. The European Commission deemed the Privacy Shield to be an adequate privacy 
protection. For the next half a decade, this shield, as well as Standard Contractual 
Clauses (SCCs), created the foundation upon which most global businesses were able 
to manage the thousands of data transfers that occur in each of their business days. 
 
Everything changed in July 2020 when the Court of Justice of the European Union gave 
its seismic judgment in a case generally known as Schrems II. As we will see, the 
decision has a particular impact on any companies relying on, or moving to, a cloud 
computing strategy. Businesses have been left needing to make a risk decision with 
seemingly no ideal outcome. Some legal, privacy, and compliance teams may be 
advocating for staying away from a cloud approach in light of the decision. The 
business teams, however, are focused on the vast array of benefits that cloud software 
offers. 
 
So what is the right decision? Where does the law stand and how do you manage your 
business in this uncertain time? In this article, we’ll explain the impact of Schrems II, 
weigh the options, specifically consider the position concerning Microsoft 365 (M365), 
and offer our view as to the future. 
 
SCHREMS II AND ITS IMPACT 
 
First, let’s look at Schrems II. The background to the case is well worth exploring but for 
the sake of brevity and providing actionable information we’ll focus on the outcome 
and the consequences. The key outcomes impact the two primary ways in which most 
data transfers between Europe and the US: 
 

 The EU-US Privacy Shield was invalidated with immediate effect. 
 SCCs (the template contracts created by the EU Commission which are the 

most common way in which data is moved from the EU) were declared valid, 
but companies using SCCs could no longer just sign up and send. A company 
relying on SCCs would have to verify on a case-by-case basis that the personal 
data being transferred was adequately protected. This process is sometimes 
called a Transfer Impact Assessment, although the court did not coin that 
phrase. I f the protection is inadequate, then additional safeguards could be 
needed.  

The consequences of the decision are still revealing themselves, but as things stand: 
 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=9710189
https://www.privacyshield.gov/eu-us-framework
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 The Privacy Shield (used by more than 5,000 mostly small-to-medium 
enterprises) has gone with no replacement in sight (although the Biden 
administration appears to recognise its importance with the rapid appointment 
of the experienced Christopher Hoff to oversee the process).  

 There have been significant developments in relation to SCCs, additional 
safeguards, and transfer impact assessments: 

o The US published a white paper to help organisations make the case that 
they should be able to send personal data to the US using approved 
transfer mechanisms.  

o The European Data Protection Board (EDPB) published guidance on how 
to supplement transfer tools. 

o The European Commission published draft replacement SCCs. 
o The EDPB and the European Data Protection Supervisor adopted a joint 

opinion on the draft replacement SCCs requesting several amendments. 

There is not a clear timetable as to when the replacement SCCs or EDPB guidance 
(which has completed a period of publication consultation) will be finalised. The sooner 
the better because there seems to be inconsistencies between them. For example, the 
Schrems II judgment and draft replacement SCCs permit a risk assessment (i.e., it is 
possible to conclude that personal data might not be completely protected, but that 
the risk is so small that the parties can agree to proceed), whereas the EPDB 
recommendations seem to deal in black and white with no shades between (i.e., there 
is either adequate protection or there is not). I t will be important to monitor which, if 
any, of these drafts moves and in which direction. Whether the SCCs are s upported 
with a risk assessment or analysis along the lines of the EDPB recommendations (or 
perhaps both), going forward using SCCs may be rather cumbersome particularly in a 
cloud environment where the location and path of the data is not always crystal c lear.  
Companies are therefore in something of a grey triangle, the sides of which are a 
judgment of the highest European Court, a draft replacement to the SCCs the Court 
reviewed in its judgment, and draft guidance about additional safeguards. 
 
HOW TO RESPOND 
 
So, what’s our view on how to navigate forward? If you are not already highly reliant on 
cloud software, we recommend weighing the benefits and risks of making that move. 
As you assess your options, keep in mind that this move may come at a higher cost 
because of the need to do periodic risk assessments during this uncertain time. For 
those already in the Cloud, the motto here is “do everything that you reasonably can.” 
The position no company wants to find itself in is one of stasis. It is difficult to see such 

https://iapp.org/news/a/biden-appoints-chris-hoff-to-oversee-privacy-shield-talks/
https://www.commerce.gov/about/letter-deputy-assistant-secretary-james-sullivan-schrems-ii-decision
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_recommendations_202001_supplementarymeasurestransferstools_en.pdf
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_recommendations_202001_supplementarymeasurestransferstools_en.pdf
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12741-Commission-Implementing-Decision-on-standard-contractual-clauses-for-the-transfer-of-personal-data-to-third-countries
https://edps.europa.eu/press-publications/press-news/press-releases/2021/edpb-edps-adopt-joint-opinions-new-sets-sccs_en
https://edps.europa.eu/press-publications/press-news/press-releases/2021/edpb-edps-adopt-joint-opinions-new-sets-sccs_en
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a position being looked upon favourably should regulators start to investigate how 
companies are responding to Schrems II and the consequences that go along with it. 
 
The touchstone is the EDPB guidance and its six-stage approach to assessing data 
transfers: 
 

1. I dentify your data transfers: It is an obvious first step, although in practice this 
could prove challenging. You’ll need to know all the scenarios where your data 
is moved to a non-European Economic Area (EEA) country (at the time of writing 
this article, the UK, although out of Europe, is still under the European umbrella 
until at least the 30th of June). 

2. I dentify the data transfer mechanisms: You need to decide the grounds upon 
which the transfer is taking place, such as on the basis of an adequacy decision 
(this does not apply to the US), SCCs, or a specific derogation (such as consent). 

3. Assess the law in the third country: You need to assess “if there is anything in the 
law or practice of the third country that may impinge on the effectiveness of the 
appropriate safeguards of the transfer tools you are relying on, in the context of 
your specific transfer.” There is more guidance from the EDPB as to how the 
evaluation should be carried out (i.e., an independent oversight mechanism 
should exist). How effective or practical it is to suggest each company has to 
perform its own thorough legal assessment as the entire range of relevant 
legislation in any importing country is open to debate and might perhaps be 
considered further as these recommendations are refined. 

4. Adopt supplementary measures if necessary to level up protection of data 
transfers: The EDPB has published a non-exhaustive list of such measures, which 
essentially fall into one of three categories - technical (i.e., encryption), 
contractual (i.e., transparency), and organisational (i.e., involvement of a Data 
Protection Officer on all transfers). We’ll have a look at these measures in more 
detail below in relation to Microsoft 365. 

5. Adopt necessary procedural steps: If you have made changes to deliver the 
required level of protection, these need to be embedded into your operation 
(i.e., by means of policy). 

6. Re-evaluate at appropriate intervals: This is not a job that can be completed and 
then left. I t needs continual monitoring. There is no specific guideline as to what 
an appropriate interval is, but quarterly is probably a reasonable approach. 

Essentially this boils down to carrying out a risk assessment and taking steps to mitigate 
the risks that are uncovered. Bear in mind that these recommendations could change 
and you should watch the space. 
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THE IMPACT TO MICROSOFT 365 
 
Let’s consider the position if you are analysing data transfers that take place using 
M365, Microsoft’s flagship software-as-a-service tool, which is in use by many entities 
operating within Europe. 
 
It is worth pointing out that Microsoft has responded quickly to the upheaval. The EDPB 
issued its supplementary measures on November 11th, 2020, and by November 19th, 
Microsoft issued a press release entitled “New Steps to Defend Your Data.” Microsoft 
explained it was strengthening the rights of its public sector and enterprise customers in 
relation to data by including an Additional Safeguards Addendum into standard 
contractual terms. That addendum would give contractual force to the new steps 
Microsoft laid out in terms of defending customers’ data, namely that Microsoft: 
 

 will challenge every government request for public sector or enterprise data 
from any government where there is a lawful basis for doing so; and 

 will compensate a public-sector or enterprise-customer user if data is disclosed 
in response to a government request in violation of the GDPR. 

Microsoft pointed out that these commitments exceeded the EDPB’s recommendations 
(presumably referring to the contractual supplementary measures in the EDPB 
guidance). These changes have received a mixed response, but it is interesting to see 
that the data protection authorities within three of the German states (Baden -
Württemberg, Bavaria, and Hesse) issued a joint opinion that this was a move in the 
right direction since it included significant improvements for the rights of European 
citizens and was a clear signal to other providers to follow suit. 
So at a macro level, Microsoft has taken very public steps. However, that does not 
remove the need to carry out the analysis set out by the EDPB or, in general, carry out a 
risk assessment to give you a thorough understanding of any risks associated with using 
M365. Here are some specific considerations to keep in mind: 
 

 As to the first step of the EDPB recommendations, identifying your data 
transfers, it is our understanding that Microsoft will shortly be publishing more 
detailed data maps which will help. 

 The Microsoft white paper on the necessary elements for monitoring, securing, 
and assessing cloud storage is a very helpful resource. An updated version of 
this is also expected shortly. 

 As part of your assessment, you should review the Microsoft Online Services 
Data Protection Addendum, in particular, the Data Transfers and Location 
sections, and the amended terms arising from Microsoft’s recent press release. 

https://blogs.microsoft.com/on-the-issues/2020/11/19/defending-your-data-edpb-gdpr/
https://news.microsoft.com/wp-content/uploads/prod/sites/442/2021/01/REFERENCE-COPY-Additional-Safeguards-Addendum-to-Standard-Contractual-Clauses-.pdf
https://www.baden-wuerttemberg.datenschutz.de/dsgvowirkt/
https://info.microsoft.com/WE-AzureINFRA-CNTNT-FY20-05May-07-CloudGovernance-SRGCM3458_01Registration-ForminBody.html
https://www.microsoftvolumelicensing.com/DocumentSearch.aspx?Mode=3&DocumentTypeId=67
https://blogs.microsoft.com/on-the-issues/2020/11/19/defending-your-data-edpb-gdpr/
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 When carrying out your risk assessment or transfer impact assessment, you 
should consider carefully the extent to which M365 can be configured to reduce 
the amount of personal data leaving Europe. More specifically, there are six 
areas upon which you could focus:  
 Multi-geo: With multi-geo, a company operating in Europe can choose to 

have its Exchange Online (i.e., email), its SharePoint Online, and its 
OneDrive for Business data stored, at rest, within Europe. Multi-geo reduces 
the amount of data that would be transferred to the US in comparison to 
having the geo (Microsoft’s word for the central hub where data is stored) 
within the US. This is probably the most significant step a company can take 
to reduce data transfers. 

 C hoosing whether or not to enable applications: Certain applications such as 
Sway, Microsoft’s newsletter application, will have their data stored in the US 
irrespective of whether a company chooses to have a multi-geo setup. A 
company might weigh the pros and cons of each application, which involves 
data being stored in the US, and decide that it could operate without that 
application. 

 C onfiguration settings at an application level: There are many settings within 
M365 at an application level that will vary the amount of data being 
generated and processed. Assessing each application in turn and deciding 
the specific configuration within that application can make a significant 
difference to the amount of personal data being created, moved, or stored.  

 Encryption: Explore encryption thoroughly and look to implement it, if 
practical, as an additional technical safeguard. There a number of good 
resources explaining how encryption operates and the options available to 
add additional encryption. Here is a starting point for learning about 
Microsoft’s encryption options. 

 C ustomer lockbox: I f you configure M365 so that the number of data 
transfers is reduced to the bare minimum, one area where transfers might 
still be needed is when there is a need for remote access by Microsoft 
engineers to provide support. Customer lockbox allows you to give final and 
limited approval for such access, which you can do after carrying out a 
specific risk assessment. 

 Audit logs: All significant events in M365 are audited so you should put in 
place a review of audit logs to support any risk assessments that you 
complete. 

It is also more than just good practice to put in place a retention policy within M365; it 
is essential to ensure that personal data is not being retained for longer than is 

https://sway.office.com/
https://docs.microsoft.com/en-us/microsoft-365/enterprise/o365-data-locations?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/encryption?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/encryption?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/customer-lockbox-requests?view=o365-worldwide
https://docs.microsoft.com/en-gb/microsoft-365/compliance/retention?view=o365-worldwide
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necessary. Reducing the amount of personal data within an organisation reduces the 
risk of data breaches that could result in problems under the provisions of the GDPR. 
 
THE FUTURE 
 
So, what does the future hold? We can expect in the first half of this year that the 
European Commission will finalise the amended SCCs. We can anticipate that the EDPB 
will also produce another draft of its recommendations concerning data transfers.  
We should see plenty of risk assessments taking place.  Even for companies adopting a 
“wait and see” policy in terms of taking significant steps, those companies should still 
be looking at their data transfers and carrying out risk assessments to make sure they 
are as well placed as possible for the moment when the draft SCCs and EDPB guidance 
are finalised. 
 
It would not be a surprise to see Microsoft continue to expand and develop M365 so 
that it offers yet more services that could be used as technical measures to reduce the 
risk around data transfers. These changes would strengthen the position of any 
company doing business between Europe and the US using M365. 
One thing is for sure, this is an area in flux and we will continue to monitor and keep 
you up to date with developments and our thoughts. I f you have any questions in the 
meantime, feel free to reach out to us at info@lighthouseglobal.com. 

mailto:info@lighthouseglobal.com

